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The project being proposed is a Smart Lock, a new locking system that converts your home into a smart home. The members of the development team in charge of this project are Ali Al-Hajri, Mark Rodriquez, Noor Pirzada, and Idoko Abuh. Together, we are three Electrical Engineers and one Computer Engineer. This project is solely sponsored by the development team.
Motivation
Smart locks are taking over the market as people begin to implement smart technology into their homes. One of the main benefits of having a smart locking system is that it is a convenient way to enter your home without a physical key. Many homes these days are switching to keyless entry systems to avoid the risk of pick locking or even losing a key. With keyless access, there is no fear of being locked out one's home and security is greatly improved. Most importantly, a smart lock system gives the customer many features that will allow them to conveniently grant access to their home.
Section 1: Project Narrative
Today, most households are left unattended for the majority of the day while everyone leaves for school or work. This poses security risks from potential home burglars who with the help of readily available door lock picks, can gain entrance into a home. With no one home to realize the danger, burglars are able to break into homes and take what they may without anyone being notified about it. Currently, the solution has been to install security cameras throughout the home as well as sensors in each of the entry ways such as, doors and windows. These are used to detect when an unknown presence has gained entry without authorization. While these systems work, they often require expensive upfront installation costs as well as costly equipment fees for sophisticated cameras and sensing equipment. In addition, there is usually a monthly service fee to cover the cost of monitoring the unattended home. In all, this is a costly system that is not always an option for most families. As a result, a great majority of unattended homes are left vulnerable to exploitation.
To better protect our homes while at a reasonable rate, we are proposing a solution by means of a smart lock system. This smart lock system installs easily in place of any deadbolt lock. With simple household tools, anyone will be capable of mounting the door lock without having to pay costly install fees. This system can be installed on all main entrances to the home such as the garage, front, and rear doors of the home. Our revolutionary locking system features a backlit LCD display that allows users to key in an access code to gain entry. The backlit display will provide sufficient lighting so that the user can easily read the digits on the display during night time. This method of authentication is excellent for guests and postal delivery personnel. For example, an access code can be generated and given to a guest so that they can easily access the home while they visit. This is also a great way to give access to a trusted postal worker so that they can place packages safely inside the garage when no one is home to receive them. In both cases, access can be limited to a specific time and turned off when it is not necessary. This way, whenever guests leave or if you are not expecting a package, access can be turned off to prevent anyone from entering the home without authorization.
For permanent residents, we provide an alternative unlocking method that saves time. With an integrated fingerprint reader, users can unlock their door much faster as they will not have to key in a code. Instead, they simply press their finger against the sensor to gain access. Because Fingerprints are unique to each person, they provide an excellent way for securing a door lock as only they will be able to unlock the door. Before using the fingerprint reader, each resident would need to authenticate their fingerprint prior to being able to use this feature.
To further provide convenience for the user, the smart lock also has an RFID authentication feature. The RFID sensor on the smart lock is an excellent option because it allows users to unlock their home without having to have their hands free to unlock via code or fingerprint. Take for example someone who has their hands full with grocery bags and happens to have their keys in their hand. With the RFID dongle attached to the user’s keys, they will be able to unlock the front door by simply nearing their keys to the smart lock. This idea would also work great for parents, as it can often be difficult to unlock doors when holding a child in their arms and fidgeting with keys at the same time to unlock a door. The RFID dongle works similar to a key as it is a physical component, however it is much more difficult to exploit in comparison to a key-lock system.
The smart lock system not only has a convenience factor, but also provides an added level of security to a home that an ordinary lock would not. By removing the option to use keys to access the home, we remove the ability for a burglar to pick the door lock. Keyholes are remarkably easy to breach using picks and household tools. Burglars prefer this method over others because little noise is created when picking a door lock. This means that they will draw less attention to themselves verses shattering a window. By simply completing a youtube.com search, one can see that in less than two minutes, a dead-bolt system can be compromised using lock picks. The fact that instructions for picking door locks are readily available online, further demonstrates that this vulnerability leaves peoples’ doors virtually wide open for anyone to access. By replacing old keys with digital authentication methods, this vulnerability is resolved making it more difficult for burglars to gain access. In addition, one of our extended goals of the smart lock system is to implement a mobile application that is able to notify a user when somebody has failed to enter a valid code in three attempts. By notifying the user, they will able to contact the authorities to inform them that someone is attempting to gain unauthorized access to their home. We believe that this added feature will further improve the security of our customer’s home. Lastly, if time allows, we would like to include a camera to perform facial recognition and offer this as an extended feature. This feature would unlock the door by simply looking into the camera and allowing it to authenticate the person visually. 
In combining both convenience and security into one affordable package, our customers will be able to rest easy knowing that their homes are better protected.
Section 2: Project Requirements and Specifications
	This smart locking system will have built-in commands such as Touchscreen with a keypad graphical user interface. Along with the LED display, an RFID module will be used to unlock the door with a key fob for easier access. Another authentication method our smart lock system will utilize is a fingerprint module to add another level of convenience. To achieve our extended goal of developing a mobile application, we will also need Bluetooth capability.
	To ensure the smart lock system meets industry standard security capabilities, we will be encrypting all passcode data so that it cannot be exploited to allow unauthorized access. We will also ensure that our software is free of potential bugs that can cause the smart lock system to behave abnormally. To ensure that this happens, vigorous testing will be completed on our finished design. 
	Power will be delivered to each of the components via a power control module. This module will be responsible for supplying each component a voltage and current that is within its operating range. It will also need to make sure that a surge will not occur as it can damage all the components of the smart lock and render it useless. Testing will be completed to ensure the module meets industry safety standards. 
To control our smart lock system, we will be needing a microcontroller. Great thought was placed on deciding which type of controller to use. For our design, we need an MCU that can handle a high level of processing power so that we have the capability to deploy the facial recognition software. We also considered adding a secondary controller unit to allow us to add more capabilities in the future as some micro controllers have some limitations. With having two micro controllers we will be able to achieve all of our requirements and have extra room to continue developing new features for our design without having to redesign our control unit due to limitations. 
Section 3: Existing Product and Designs
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Figure 1 ZKTECO FL1000
The FL1000 from ZKTECO, is a smart lock with embedded face recognition technology.  The entire unit is built into the door handle and features a 3-inch capacitive touch screen display.  It features 4 independent unlocking protocols; face, password, card, mechanical key.  There is a built-in smart alarm system that will notify the user when the battery becomes low or when an illegal operation occurs.  The standard European mortise lock features an automated deadbolt as the locking mechanism.  The FL1000 can recognize up to 100 faces, store 100 passwords, 100 RFID cards, and has a log capacity of 30000 entries.  Communication with this device is done via USB flash disk.  Power is supplied to the unit from the building but there are additional external terminals that draw back-up power from a 9 volt battery source.
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Figure 2 ZKTECO ZM100
ZKTECO also produces the ZM100 which is a robust smart lock with embedded face recognition technology.  The ZM uses AK Face Algorithm version 7.0 with verification speeds of less than one second.  The SilkID fingerprint sensor uses a PIV certificate and is capable of live fingerprint detection whether dry, wet, or rough.  This lock sports a lithium ion battery pack that has a life span of one year.  Data is uploaded and downloaded to and from the unit via USB and a smart alarm system is also used to warn of low battery or illegal operation.  The ZM100 supports English, Spanish, and Portuguese.  It also utilizes a Mifare Card which implements an advanced encryption technology for additional security.
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Figure 3 Nuki
Nuki is a smart lock security system that implements measures designed to simplify one's experience when interacting with the device.  As the user approaches the door, the smartphone is detected and Nuki automatically unlocks the door.  Nuki then automatically locks the door when the user leaves.  Nuki has a simple design that mounts on the inside of an existing door lock and actuates the deadbolt.  Nuki is accessed from an app on the smartphone.  The app can allocate access to chosen individuals like friends and loved ones and temporary access can be given to chosen individuals for work orders.  Up to 200 access permissions can be allocated with the Nuki app.  Also, the Nuki app can keep track of who locked your door, when they locked your door, and whether the door is securely locked.  The app integrates with apple home kit, Amazon  Alexa, and Google Home.
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Figure 4 Ultraloq UL3 BT
The Ultraloq  UL3 BT smart lever lock is an intuitive smart lock that allows its users to use fingerprint, code, key or smartphone  to unlock the door.  The UL3 BT uses Bluetooth 4.0 Low Energy Connectivity to unlock the door using the smartphone Ultraloq app.  It is capable of storing up to 95 fingerprints and can identify a fingerprint in less than half a second.  The UL3 detects fingerprints seamlessly regardless of the age of the user.  The UL3 BT has an anti-peep touchscreen that serves to protect the user’s password when entering it onto the keypad.  If the user is near the door and the IOS smartphone is in their pocket, the user can simply knock on the smartphone four times to unlock the door.  For Android users, a simple shaking of the smartphone after waking up the smartphone screen will unlock the door.  The Ultraloq app keeps a log record so that the user can see who has entered and exactly when.  The power is supplied by 3 AA batteries that last up to a year.
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Figure 5 August Smart Lock Pro
The August Smart Lock Pro is a Bluetooth enabled smart lock that provides two-factor authentication to enable its users to lock and unlock their doors from anywhere, grant access, and track who is coming and going from the August App.  The auto unlock feature allows August to automatically lock and unlock the door when it detects the smartphone in near proximity. August works with Siri, Amazon Alexa, and the Google Assistant.  August Smart Locks also integrate directly with the HomeAway and Airbnb hosting platform and completely automates the check-in and check-out process.  The August Smart Lock Pro easily attaches to the user’s existing deadbolt and installs in minutes, giving users an upgraded keyless entry experience.  When a phone is lost, Access to August can easily be disabled on the August app at any time so a lost phone doesn’t compromise security.  The August Smart Lock Pro is powered by 4 AA batteries.  A warning on the website states that “This product can expose you to chemicals including Ethylbenzene, Acrylonitrile, Carbon Black Formaldehyde and Cumene, which are known to the State of California to cause cancer”, so that would be a cause for concern while installing and handling the product.
Section 4: Comparison and Design
Comparing each of the smart lock systems gives us a deeper understanding of the features of each of the devices.  We can see that the FL1000 and the ZM100 possess the physical features that we want to incorporate in our design and the Nuki, UL3 BT, and the August Smart Lock Pro have the software features that we want to incorporate in our design.  Overall the Ultraloq UL3 BT is the product that best implements the hardware and software requirements that we aim to achieve with our design and falls into an acceptable price range. 

	
	Storage count
	
	
	

	Name
	Face Recognition
	Fingerprint
	Passcode
	RFID
	App Enabled
	Power
	Price

	FL1000
	100
	100
	100
	100
	False
	Ext
	$229.98

	ZM100
	100
	100
	100
	100
	False
	Ext
	$499.98

	Nuki
	-
	-
	-
	-
	True
	Int
	$333.37

	Ultraloq UL3 BT
	-
	95
	95
	-
	True
	Int
	$249.99

	August Smart Lock Pro
	-
	-
	-
	-
	True
	Int
	$279.00



Section 5: House of Quality Diagram
To ensure the highest possible quality, our product must achieve a balance between our engineering requirements and marketing requirements.  The following House of quality diagram allows us to allocate a level of importance and devise a strategy on how to achieve our requirements.

	
	Engineering Requirements

	
	Weight
	Dimensions
	Power Input
	Setup Time
	Cost

	
	-
	-
	-
	-
	-

	Marketing Requirements
	Durability
	+
	↑
	↓
	
	
	↓

	
	Low Cost
	+
	↑
	↓
	↑
	
	↑

	
	Easy to Install
	+
	↑
	↑
	↑
	↑
	↑

	
	Battery Life
	+
	↑
	↑
	↓
	
	↓

	
	Easy to Customize
	+
	↑
	↑
	
	↓
	↑

	
	Easy to use
	+
	↑
	↑
	↑
	↑
	↓

	
	Target for Engineer Requirements
	
	< 10 lbs
	2.75x8 in
	5V
	< 10 mins
	< $200



Legend
· +   Positive Polarity
· -    Negative Polarity
· ↑ Positive Polarity
· ↓ Negative Polarity




Section 6: Project Block Diagram and Illustrations
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Section 7: Estimated Project budget and financing
	Currently, our group does not have any funding’s from a sponsor. We have tried to find a sponsor, but during the summer semester it is difficult to find funding. To lower our costs, we have searched the internet to find the lowest priced equipment that will satisfy our senior design project. The equipment price list below is a summary of the parts needed along with the best price found.
	Equipment
	Cost

	Locking Mechanism [2]
	$69.00

	Image Processing Camera [1]
	$389.99

	RFID [2]
	$19.99

	Finger Print Sensor [2]
	$50.00

	PCB Design [ 5 pieces ]
	$35

	PCB components [2 times] [BOM]
	$50

	Prototype [hardware]
	$50

	LEDS [10]
	$2.99

	TFT 2.8" Touchscreen [2]
	$30

	Keypad
	$0 [ Embedded within Touchscreen ]

	Batteries (9V Alkaline) [3]
	$20

	Total Cost
	$716.97


Development cost for 2 prototypes will roughly cost us about $326.98 without the camera. So, the total cost for 1 prototype with facial recognition camera would be $553.48 

Section 8: initial project milestone for both semesters
· All blocks are currently being prototyped and are not fully accurate at this point of our build.
· None of the blocks have been started and are currently in the design phase.
· None of the blocks are being prototyped.
· Everything in these blocks are subject to change during the semester, in specific, the timeline for completion.

Senior Design 1 Milestone
	Description
	Week #
	dates

	brainstorming
	1
	May 14 - May 21

	project selection
	2
	May 21 - May 29

	divide and conquer 1.0 & 2.0
	2
	May 21 - May 29

	research and documentation
	4
	June 7 - July 7

	table of contents
	6
	7-June

	writing
	6
	June 7 - July 7

	Senior Design 1 Draft
	7
	7-Jul

	Research and Design
	7
	7-Jul

	Finalizing the Paper
	8
	13-Jul

	Final Document
	10
	[bookmark: _GoBack]20-Jul



Senior Design 2 Milestone
	Description
	Week #
	dates

	Build Prototype
	4
	Aug 21 - Sep 21

	Testing & Redesign
	2
	Sep 21 - Oct 5

	Finalize prototype
	2
	Oct 5 - Oct 20

	Peer Presentation
	
	TBA

	Final Report
	
	TBA

	Final Presentation
	
	TBA
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